
Sending confidential email securely is easier 

than ever with Trustwave Secure Email 

Encryption. It is a hosted service that provides 

effortless secure email delivery for confidential 

or sensitive information to any email recipient in 

the world. Recipients do not require any special 

software or training to receive secure messages 

– just an Internet connection and web browser.

Overview
This optional service allows customers of Trustwave Secure 
Email Gateway (SEG), both the on premise and cloud versions, 
to send sensitive emails or confidential documents to any 
recipient in the world securely, without requiring the recipient 
to download or install any software. SEG can be used to 
intelligently scan email for confidential information, based on 
policies you control, and then encrypt sensitive messages. 
When a message subject to your encryption policy is sent, it is 
automatically flagged for secure delivery by SEG or SEG Cloud, 
and is sent over a TLS connection to the Trustwave Secure Email 
Encryption service. Once Trustwave Secure Email Encryption 
has received the message, it automatically selects the best and 
least obtrusive technology to route the message securely to all 
recipients.

Key Benefits

Conveniently Secure Email to Anyone, Anywhere
Trustwave Secure Email Encryption allows you to easily send 
messages securely to any recipient in the world, without the 
need to establish a relationship prior to exchanging encrypted 
messages. Furthermore, it requires no additional software to 
use; new recipients navigate to the Trustwave Secure Email 
Encryption Portal to read their messages using a standard Web 
browser.

Fastest Secure Compose-and-Reply Functionality
Recipients can immediately read and reply to secure messages, 
using the custom webmail client on the Trustwave Secure 
Email Encryption Portal. For an added layer of security, you can 
choose to restrict your message recipients’ replies to your own 
domains, ensuring privacy.

Custom Branding of Your Trustwave Secure Email 
Encryption Portal
Trustwave Secure Email Encryption’s message portal can 
be modified to suit your corporate branding guidelines. Your 
corporate logo and messaging can be added to the site and 
notifications.
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Automatically-Optimized Message Delivery Security 
Using a best method of delivery system, Trustwave Secure Email Encryption automatically uses the most secure available method to 
send email to each recipient. Emails sent between Trustwave Secure Email Encryption users will be sent using the secure TLS tunnels 
that have already been established. This optimizes security, convenience and speed. Emails sent to unknown recipients trigger a 
notification inviting the recipient to read their secure message via the Trustwave Secure Email Encryption web portal.

As an added layer of convenience, Trustwave Secure Email Encryption gives you the ability to send secure messages to anyone in a 
world-wide directory comprised of over 14 million email users, including many in the healthcare, banking, insurance, and technology 
industries.

Trustwave Secure Email Encryption

Support for Mobile Devices
Trustwave Secure Email Encryption can be used to read and send 
messages from iPhone, Android, Blackberry® and Windows Mobile® 
devices. With it, you can send confidential messages and be sure 
that the recipient can read and reply securely, no matter what they are 
using.

Reliable and Cost Effective
Trustwave Secure Email Encryption is easy to set up and requires 
no maintenance from your internal IT department. Trustwave Secure 
Email Encryption is hosted in a datacenter and has a 99.9% availability 
guaranteed to our customers through our service level agreements 
(SLAs).

Solutions for All Types of Organizations
Trustwave Secure Email Encryption is appropriate for any organization 
with encryption needs, including needs relating to compliance with 
governmental regulations. Health care providers can use it to send 
confidential patient information between doctors and hospitals. 
Financial organizations can use the service to secure transaction 
records to their key business partners. Other commercial corporations 
can use Trustwave Secure Email Encryption to guarantee private 
communications with their customers and suppliers, protecting 
sensitive data like customer lists, proprietary data, intellectual property, 
social security numbers, and credit card data.
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Key Features
•	 Enables the ability to send secure messages 

to any recipient in the world, without special 
software or pre-requisites

•	 Provides encrypted read, compose and reply 
capabilities for all message recipients enabling 
secure two-way communication

•	 Generates notifications and invitations to use 
the secure web portal automatically

•	 Supports iPhone®, Android®,  Blackberry® 
and Windows Mobile® devices

•	 Supports and is compatible with Trustwave 
SEG Secure Email Server or similar products

•	 Enables custom password policies tailored to 
your organization’s requirements

•	 Completely hosted service in the cloud, so no 
software to install and maintain

•	 Encryption is automatic and transparent to the 
sender; no training required
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